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PRE-REQUISITES

The 2X Cloud Portal allows users to launch published applications and
desktops from multiple farms which are accessed through a web portal
according to their filter settings.

= =4 =4 =

Client Operating Systems and Browsers Supported

Windows 2003/2008 Server

Microsoft .NET Framework Il

[1S6 or 1IS7

2X ApplicationServer

Internet

Explorer | Firefox 3.x | Opera 10 | Chrome 3/4 | Safari 3/4

v6/7/8
Windows
2000, XP,
Vista and
Windows 7 X X X X X
Mac X X
Linux X X

Automatic Client Detection and Installation

IE v6/7/8 | Firefox 3.x | Opera 10 | Chrome 3/4 | Safari 3/4
Windows
2000, XP, Active X
Vista and or Java Java Java Java Java
Windows 7 Enabled Enabled Enabled Enabled Enabled
Mac Java Java

N/A Enabled N/A N/A Enabled

Linux N/A N/A N/A N/A N/A

Please note that where the client is not automatically detected, you will need to install
it as described in the ApplicationServer manual.

>
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INSTALLATION

Make sure all Windows programs are closed before you begin the installation.

Run the 2X Access Portal setup program by double clicking on the
02 XWe b Po r  tomdl 2. Xm sWedb -R6d.msidHile on the IIS machine that will be
used as your access point to the published applications from the Web Portal.

We recommend that you do not install the 2X Cloud Portal on an Active Directory
machine.

A welcome dialog box wil/l appear. Cl ose ot her

fii 2% Cloud Portal Setup I =] |

Welcome to the 2x Cloud Portal 10,1
(12057 Sebup Wizard

The Setup Wizard will install 2% Claud Portal on your
computer, Click Mext to continue or Cancel bo exit the Setup
Wizard,

Go Thin, Go 2>

Back

Welcome to the 2X Cloud Portal Setup Wizard

Installation A5

Wi



After reading the End-User License Agreement, checkthe 61 accept thehe t er ms

License Agreement 6 dNextdckbox and click on 0
fit 2X Cloud Portal Setup I =] |
End-User License Agreement F 4
Please read the Following license agreement carefully 2)‘.
2X ApplicationZerver & LoadBalancer and 22X ﬂ

Virtuallesktopl3erver
Licensed Copies: 1

END-USEER LICEMN3E AGREEMENT

INPORTANT-READ CAREFULLY: This End-User License
Lgreement [("EULA™) iz a legal agreement between you
[either an individual or a single entity) and 22X
SOFTWARE Ltd. for the ZX software product identified;l

¥ 1 accept the tetms in the License Agreement

Print Back I Mexk I Cancel |

Accept End-User License Agreement
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The 2X Web Server Port screen displays and you are asked to assign the port on
which the 2X Web Service will be installed. By default, the 2X Cloud Portal is
installed on port 81.

NOTE: The 2X Secure Client Gateway is installed on port 80 by default and is
configured to forward HTTP requests to the local host, on port 81. Therefore, Clients
will still be able to access the 2X Web Portal from port 80. You can choose to install
the 2X Web Service on any other port, and you can also use an existing port used by
other web sites.

In this scenario, the service will be installed under the web site configured on port 81.
Cl i Mektd 6

i'él 2¥ Cloud Portal Setup M =] |

2X Yeb Server Port

Azsign the port an which tRe 2% Web Service will be installed.
By default the 2¥ Web Service will be installed on port &1,
When an existing port is used, the service will be installed
under the weh site configured on that port,

1] Web Server Port Mumber

Go Thin, Go 2XC

Back, I Mk I Cancel

Cloud Portal i Web Server Port Number
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Cl i ¢ k n e toddygin the installation.

fit 2X Cloud Portal Setup I =] |

Ready to install 2):

Click Inskall ko beqgin the installation, Click Back ko review or change any of waour
installation settings. Click Cancel bo exit the wizard,

Back

Cancel |

Cloud Portal Installation
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Setup will copy the required files and will create an IS application on the machine.

i'.g!,'J 2% Cloud Portal Setup M =] |

Installing 2):

Please wait while the Setup Wizard installs 2% Cloud Portal,

Skakus:

Back Mexk

Web Portal i Copy Files to IIS Machine

Note: Please note that [IS7 caches dynamic content as well as static content.

To disable the caching for .aspx, .asmx and .ashx pages for the 2X Cloud Portal directory
with an asp.net page that depends on the session state. please perform the following on the

62X Web
screenshot.

F, Server Manager

Flle  Action  Yiew Help

Server 6, 2X\WebS¢evibeBor fThled eamd ed s hown

I

=2 smH

i Server Manager (2008AD1)
= 5 Roles
"E Active Directory Domain Se
I Applicetion Server
£, DNS Server
57 Flle Services
T{‘fﬁ Metwork Policy and Access
“t3 Remote Deskiop Services
[l ¥ web Server (115)
'ﬂh Internet Information Se
& Features
7 Diagnostics
i configuration
23 Storage

Internet Information Services (II5) Manager

@,_.. I@ b 2008AD1 b Sites » 2% Web Server »

2X Web Server Home
CHEIEAT) @

£ Explore =
- Start Page = Edit Permissions., ..
-85 2008AD1 (2XTESTING} Admiristrator) Filter: ~ (s - (G show Al | Group by: —
L2} Application Pools ASP.NET - Editske
. Bindings. .
rver =N N g D Basic Sethings...
A~ and
Z¥ebPortal I% A ) e
Zx\WebService NET NET MNET Error {NET .MET Profile Wiew Applications

£ aspret_client Authorizati...  Compilation Pages Globalization

Wiew Virtual Directories
B[] system_web

K1 —| -]

03 2.0.50727 ‘-\ \ 2’} éa = L Manage Web Site A
(-4 Default Yeb Site - i = 2 pestart
- JMET Rales JMET Trust JMNET Users Application Connection
Levels Settings Strings P Start
- D B stop
= [+
gﬁ? :ﬁ: “:_'t_a,u % 5 Browse Web Site
Machine Key  Pages and Providers — Session State  SMTP E-mail Browse *:81 (HTTF)
Controls
Advanced Settings...
s Configure e
LI Failed Request Tracing...
(=] Features Wiew |\~ Content Yiew o =

[ [

Disabling Caching f

afz7z011
or folders consisting on .aspx, .asmx and .ashx
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10.
11.
12.
13.

Run the Server Management console.

Navigate to Roles -> Web Server (lIS) -> Internet Information Services.

Repeat steps 4 to 12 for the following sites; 6 2 X We b Server 6, 062XWebPo
02 XWServiced.

Select the folder that contains the .aspx, .asmx and .ashx pages you need to turn

caching off for.

In the Feature View, double-c | i ck fAOut put Cachingo.

If there is a rule there already for the .aspx extension double click it and continue

from step 8. Otherwise right click and sel ect
Enter .aspx for the AFile name extensiono

Check -mtydercachingo

Select APrevent all cachingbod
Check fmMedenedachi ngo

Select APrevent all cachingbo
Click OK.

Close the Server management Console.
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CONFIGURATION

The first step after installing the 2X Web Portal is to direct the browser to
[http://localhost/2XWebPortal/Admin.aspx] and login with a username that has
administrative rights on the IIS machine.

'- [en] [de] [rul [fr] [ip] [it] [e=]1
2)‘k CLOUD PORTAL

&J Welcome to the 2X Cloud Portal - Administrative Page.

Please Login

Username: |

Password: |

[T Secure Login

Lag In |

User Logon Page

Powered by 2%,
Copyright @ 2005-2011 2¥ Software Ltd,

Welcome to the 2X Access Portal

Enter the language code at the end of the url to change to a different language at the
logon page if desired.

Configuration A11
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You can add Farms by entering the IP/hostname and then click 'Add Farmd . I n the
6 Far m Daedyauareslile to configure how the 2X Web Service will connect
with the 2X Secure Client Gateway.

V 4 [en] [de] [ru] [fr] [ip] [it] [e=]
2)‘ CLOUD PORTAL

Online Manual | Farm Settings | General Settings | Logout [administrator]

2¥X Cloud Portal - Console

= General Settings 2X Cloud Portal
Loggin Madule Yersion
: 23 cloud Partal 10.1.1205.0
System Settings 23 Web Service 10.1.1205.0
23 mpplist 10.1.1205.0

# Customised Appearance

# Replication Settings
Software Update
Asbout

Copyright @ 2005-2011 2K Software Ltd.
This product is registered for 2X Software Ltd.

Licensed under Patent Mo. 5,490,216

Apply Settingsl

2% Cloud Portal - Powered by 23,

Add a new farm

The administrator is able to configure the settings of the 2X Secure Client Gateway
for each farm.

The 2X Secure Client Gateway Details (as shown in the figure below) are used from
the 2X Web Service to connect with the 2X Secure Client Gateway. These settings
are primarily used for the connection between the 2X Web Service and the 2X
Secure Client Gateway service.

' [en] [del [ru] [fr] [ip] [it] [e=]
2)‘ CLOUD PORTAL

Cnline Manual | Farm Settings | General Settings | Logout [administrator]
2% Cloud Portal - Console

Farms Farm Details

Farm 1 . . .
- These settings are used from the 2x Wweb Service and 2¥ Client to connect

Farm 2 with the 2x Secure Client Gateway of the selacted farm.

| Add Farml

2X Secure Client
Gateway Details:

Prifmary Hostname / IP: |Farm 2

Secondary Hostname / IP: |
Connection type: IDirect Mode j
Part: I

Advanced Settings >>

Delete Farml
Apply Settings |

Configuring the Farm Details

Configuration A12
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To configure (override) the options of how the Client will connect with the 2X Secure
Client Gateway, click on 'Advanced Settings'. These options allows the administrator to
override the options that are used in the 2X Secure Client Gateway Details; and provides

the administrator with the ability to use different settings when 2X Clients are connected to
the 2X Secure Client Gateway.

Farm Details

These settings are used from the 2X Web Service and 2X Client to connect with the 2X Secure Client
Gateway of the selected farm.

2X Secure Client Gateway Details:

Primary Hostname / IP: jox

Secondary Hostname / IP: |

Connection type: lDirect Mode LI
Port: IBD

Advanced Settings <<
The follwing settings can be used to override different settings on the 2X Client.

™ Override 2% Secure Client Gateway
IP/Host:

Primary Hostname / IP: ]

Secondary Hostname / IP: |

™ Override Gateway Port 20

™ Override SSL Gateway Port j443
Default Connection Mode: lAuto Z|

Delete Farm I

Apply Settings |

Advanced Settings

After you have configured pppryr8leption.r egs8etti ngs
Log back in to view the applications listing.

Tot est a basic client connection point

, point t h
http://WEB_SERVER_NAME/2XWebPortal/Logon.aspx.

If the client is already installed, it will be automatically detected. If not, you will be
prompted to install the client.

Pleasecheck 6 Supported Client Oper atattedegiBningt ems and Br
of this manual to ensure your client OS and browser are supported.

Configuration A13
2X.com



After entering the Usemamed c aorPdhes rs thiedds,Ith® i n t he
application list should be populated according to the Client filtering settings.

Username in UPN suffix format should be used to specify the user and domain. (i.e.
user@domain)

Clients will be able to browse through the application groups by clicking on the icon
of each application group or by using the path field. Clients are also allowed to select
the connection mode in order to specify which connection mode should be used
when connecting with a published application or desktop.

¥ 4 [en] [del [ru] [fr] [ip] [it] [es]
2L cLoup PORTAL
Change Password | Logout [testerdd]
Farm: |172.22.11.2 ¥ Path: |« Connection Mode: |Regular Gateway -
9 ¥
4 ! -
) Ef L) =
Motepad WwordPad Paint Caleulatar

Application Listing

Configuration A14
2X.com



To connect in secure mode, enable SSL on the 2X ApplicationServer or enable SSL
on IIS.

Please Login

Username: |sdministrataor

Password: |

¥ Secure Login

logIn |

Secure Login

Add more farms by following the steps above. Always remember to click 'Apply
Settings' to activate your settings.

Configuration A15
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General Settings

Logging

The 2X Cloud Portal can log all the actions that are carried out by an administrator or

a user. The |l og can I[Cd ealre2d@adPotdaywillc|! i cki ng on
compress the log file to a repository on a weekly basis. Clickon6 Down | oad

r e p o s to dowmloadthe stored logs.

= General Settings Lagging
Logagini V' Enable Logging
System Settings
# Customised Appearance
# Replication Settings
Software Update
About

o e

The Log file is backed up in a compressed repository file on a weekly
basis.

Clear Log Download repository ]

Logging

Configuration A16
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System Settings

2)‘ CLOUD PORTAL

Cnline Manual |~ Farm Settings | General Settings | Logout [administrator]
2X Cloud Portal - Console

= General Settings Logan Settings
Logging
System Settings
# Customised Appearance
# Replication Settings
Software Update
Abgut

Session Timeout {minutes): 20

Security Settings

™ Show Public / Private Logon Optians
™ Enforce Security (HTTPS / S5L)

™ Enforce advanced Client Security
When this option iz enabled, no session settings are stored on the cfisnt,
This option requires clisnt version 10,1 or higher,

Client Installation Settings

Installation Mode: Install Client >

Installation Type: IFuH Installation j

Client Detection Failure

Options: ISth error message and allow retest =l
Apply Settings

2% Cloud Portal - Pawered by 23,

System Settings

Session Settings

Thed Se s si on (Mnutesgfield alldvs you to set the amount of idle time that
has to pass before the session ends. If the user does not refresh the page or
navigate to a different page during the specified amount of time, the session will end.
Enter the amount of time that needs to pass before the session is timed out and click
onApply Settingsé

Security Settings

Security settings have been added to enhance security when entering a 2X Cloud
Portal Session and when connecting to a server.

Show Public / Private Logon Options:Enable this setting so that the user specifies
whether he is logging in the system through a public/shared computer or a private
computer. To illustrate the affect of this feature, the 2X Cloud Portal Logon screen is
shown below.

Configuration A17
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2)( CLOUD PORTAL

Lﬁi Welcome to the Cloud Portal.

Please Login

Security:
@ This is a private computer
© This is a public or shared computer

Farm: |172.22.11.2 =l

Username: |adrministrator

Password: [esessss

" sSecure Login

Log In |

Administrative Page

User Logon i Show Public / Private Logon Options Enabled

1 This is a private computer

When a private computer is used, the username will be &Gtoreddafter first log
on. When logging again into the 2X Cloud Portal again, the username will be
readily available.

9 This is a public computer

In this case, since a public computer is used, the username vill not be storedd
after first logon. The user will have to re-enter username again.

Enforce Security (HTTPS / SSL):

Enabling this setting forces the user to connect to the 2X Web Portal in SSL (HTTPS)
mode. Users will not be allowed to connectt o t h e if S5Eia motnebabled from
the 2X Console.

Enforcement Advanced Client Security:

When this setting is enabled, the user can only open the .2xa files when the user is
logged on to the 2X Web Portal. Please note that a user cannot open the .2xa files
when the 2X Cloud Portal session times out.

Client Installation Settings
Thed |l nst al | digld hasrthre®choice)
9 No Client Detection - Client installation will not be detected

1 Install Client - Installs client but user is prompted
1 Install Client Silently - Installs client but user is not prompted

>

2X.com

Configuration A18



Fromthe6 | nst al | fietdichoose fibm thesfdlowing choices:
9 Fulli Normal Installation

9 Basici Only core components are installed (for the logon user)Basic with
Cleanup i Same as basic, but removes components when the user logs
off of the machine

Client Detection Failure Options:

1 Show error message and allow retest i Prompts user that no 2X Client is
installed and also allows user to retest for client detection.

1 Show error message and allow full installation or retest i Prompts user
that no 2X Client is installed and provides the option to fully install 2X
Client or perform retest.

1 Show error message and allow full installation i Prompts user that no 2X
Client is installed and provides the option to fully install 2X Client

1 Show error message only i Prompts user that no 2X Client is installed.

Configuration A19
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Customized Appearance

The 2X Cloud Portal can be customized to show a personalized appearance.
Settings can be created to add a custom company name, company logo, banner and
message. Each profile will have a different URL that can be given to the users.

To add a new profile, enterthe 6 S et i n g santldicken®® Add S easghiwng s o
below.

2L cLouD PORTAL

Online Manual | Farm Settings | General Settings | Logout [administrator]

2X Cloud Portal - Gonsole

= General Settings Customised Appearance

Logging These settings are used to configure multiple logon screens.

System Settings g

System Settings Company D T
= Customised Appearance

Default Display Company Name:
Add Settings Banner: s
2T cLouD PORTAL

® Replication Settings -

Software Update

About The image file should be in GIF format and ideally scaled to 300 ®
40 pixels.
Images larger than the mentioned preferred size, will be resized.

Browse.. | Upload

Message:

* HTML Tags may be used in the message box

URL http:/Aocalhost: 81/2%webPortal/logon. aspx
* Please make sure that the server is publicly accessible

Logon Settings

Default Domain:
Delete
Apply Settings

Customized Appearance

The 6 C o mp a nsya urliqedD that distinguishes one profile from another. This is
set by the system and cannot be changed.

The 6 Co mp a n vy is tHenaraetof the Cloud Portal that will be displayed to the
user.

A custom message can also be added to be displayed to the user in the login page.
T h éMe & s afiglévill also accept HTML tags.

Configuration A20
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Logon Settings

The O6Defaul't D o yoa toreider the derhaih namle koothasusers only
need to enter their unique logon name. (i.e. @2X.com)

Logon Settings

Default Dormain:

Deletel

Login Settings; Default Domain Field

Configuration A21
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Administrators have the option to provide users with a message that they will see

when they log on.

CLOUD PORTAL

23

2X Cloud Portal - Console

= General Settings
Loggin
System Settings
= Customised Appearance
Default
l— 4dd Settings
Replication Settings
Software Update
About

2% Cloud Portal - Powered by 24,

Creating a Global Message

Len] [de] [rul [fr] [ip] [it] [e=]

Online Manual | Farm Settings | General Settings | Logout [administrator]

Customised Appearance

Customised Appearance allows administrators to add the customisation details for multiple logon
SCreens.

Users with administrative rights on the web Service machine are allowed to add customised
apperance settings from this interface, To add a new setting, enter the Setting name and click "add
Setting". Further to that, 3 screen will be displayed prompting you to insert the Company Mame,
Company Logo and Message.

New settings will get activated ance the Apply button has been pressed.

Common Customisation

Global Message:

* HTML Tags may be used in the message box

Apply Settings
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Replication Settings

Often, you may have 2X Cloud Portal installed on more than one machine (e.g. High
Availability with Multiple Gateways and 2X Web Access Portals or High Availability
with a dual firewall DMZ), and it can be useful to keep the settings of each web portal
exactly the same. Use the Replication Settings feature to avoid setting the same
configuration for each web portal.

Click here for examples of scenarios.Enter the server name and clickon 6 A d d
S e r v EntebHostName/IP and Port (default 81) thenclickond Appl y Settings®o

By defaultthe 6 Over ri de Adv anc ddxiskElecked alBwirtgtyoutog s ? 6
replicate the advanced settings for each farm.

Replication Settings

Configuration A23
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